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1 OB30P APXUTEKTYPbI

Wuctannauma RR Tech Service Management cocTouT M3 HECKOIbKMX KOMIMOHEHTOB U
cepsucoB (PvucyHok 1.1). B cnegytowwmx pasgenax pacCMOTpUM Kax bl KOMMOHEHT 1 ero porib
B CMCTEME N0 OTAENbHOCTH.
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PucyHok 1.1 — Tononorusa nHctannsaumm RR Tech Service Management

1.1 Load Balancer — 6anaHcMpOBLLUK Harpy3ku

BanaHcupoBLlMK Harpy3ku 6anaHcmpyeT web-3anpockl kK RR Tech Service Management
mMexay AocTynHbiMu application n real-time cepsepamu. Takke ©GanaHCUPOBLUMK Harpysku
BbINONMHSAET SSL-TepMuHauUmio nepea nepeHanpasneHnem 3anpoca K O4HOMY U3 CEPBEPOB.

1.2 Application server — cepBep npunoxeHuns
CepBep nNpunoXeHust MPUHMMAaET OCHOBHble web-3anpockl. CepBUCHI, yKa3aHHble B
Tabnuue 1.1, paboTaloT Ha cepBepe NPUNOXKEHNS.
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Tabnuua 1.1 — Cepsuceol, paboTatome Ha cepBepe NPUOXKEHNS.

Umsa cepBuca KommeHTapum
Docker! Mnatcopma KOHTENHEPU3ALNN.
r-service CepBUC MNPUMOXEHUS, KOTOPbIA BbIMOMHAET KO4

RR Tech Service Management. Vicnonb3ayet nginx
BHYTPW KaK reverse-proxy Ans BXOAAWMX web-

3anpocos
postfix MepeHanpaenseT nouty Ha SMTP cepsep
s6 YnpaBneHue npoueccamm (process superviser)
monit CepBnC MOHUTOpPUMHra

1.3 Real-time server — cepBep peanbHOro BpeMeHu
CepBep peanbHOro BpeMeHn oTBeYaeT 3a criegyoLmne yHKUNN:

. OTNpaBKy U3MEHEHUIN AN npeacTaBneHus inbox KnneHTaw;
. JeTeKUMNIo KONmMuanm;
o OTnpaBKy HOTUUKaLNIA.

CepBuchbl, ykaszaHHble B Tabnuue 1.2, paboTtatoT Ha cepBepe OTNIOKEHHbIX 3a4au.
Tabnuua 1.2 — CepBuchl, paboTaloLwme Ha cepBepe OTNOXKEHHbIX 3a4ay.

Uma cepBuca KommeHTapun
Docker’ Mnatdopma KOHTENHepU3auuun.
faye CepBuc 06paboTkM COEQUHEHWUA  peanbHOro

BpemeHu. McnonbayeT nginX BHYTPU Kak reverse-
proxy Ans Bxogdwmx web-3anpocos. [aHHbIN
cepBuc ByaeT nbiTaTbCca ncnonb3oBatb websocket
coeavHEHWEe Npu BO3MOXHOCTW, B MHOM cCry4vae
Oynet ncnonb3oBatb http kak 3anacHon BapuaHT.

rabbitmq Ouyepenb coobLuieHui, nony4vaetr coobLeHnsa oT
cepBepa NpuUnoXeHuns.

sneakers CepBuc obpabotkm coobuwieHnin. [Nonydaet
coobuweHnna wmn3 rabbitmq wn nepegaetr wmx no
CcoefIHEeHUIo, yCTaHOBMNEHHOMY faye

redis basa gaHHbIX A5 XpaHeHMs1 COCTOAHUSA KONn3ni
postfix MepeHanpasnseT noyuty Ha SMTP cepsep

s6 YnpasneHne npoueccamu (process superviser)
monit CepBnc MOHUTOpPUHra

1 docker paboTaeT Ha camMOM XOCTe, BCe ocTaslbHble CEPBUCHI paboTaloT BHYTPU UMK Kak KOHTEHepbI
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1.4 CepBep 6asbl JaHHbIX

MpunoxeHne RR Tech Service Management xpaHut nHgopmaumo BHyTpn ogHorn MySQL
cxembl. basa BHyTpM MySQL cepBepa n eé Tabnuubl aBTOMatU4eckn co3faroTca npu nepBown
yCTaHOBKeE.

Btopown, read-only, cepBep 6a3bl [aHHbIX MOXET MWCMONb30BaTb AN Pa3rpys3ku
TpeboBaTtenbHbIX 3anpocoB.

RR Tech Service Management moxeT paboTtaTtb ¢ cepBepamn 6a3 gaHHbIX, KOTOpble
LWNPPYIOT MHGOPMAaLMIO.

1.5 CepBep xpaHeHUs annos

BrnoxeHna, dannsl noros gns umnopTa, aBatapbl Monb3oBaTtenien U MHorue gpyrue
Gannbl  TpebyT nocToaHHOro xpaHunuwa dannos. RR  Tech Service Management
noaaepXunBaeT XxpaHeHue hannos B NI0OOM CETEBOM XpPaHUNULLE, KOTOPOE MOXHO UCNONb30BaTh
B Bawwem amctpubytunse OC.

CepBepa MpuUnoOXeHUn N OTNOXEHHbIX 3adad OOMMKHbI MMETb ObLWMA OOCTYN K 3TUM
dhannom cpencresaMmm NPUMOHTUPOBAHHLIX OUCKOB.

1.6 Cepep SMTP (ncxogsawiemn noytbl)
CepBep I/ICXOE,FILLI,GVI NnoYThbl OTBEYaEeT 3a OTrNpaBKy yB€,EI,0MJ'I€HVII7IZ

. nonb3oBaTtensam RR Tech Service Management;
o cucteMHblM agmuHuctpatopam RR Tech Service Management.

1.7 CepBep IMAP (BxoasLLen NoyThbl)

MpunoxeHne RR Tech Service Management moxxeT o6pabaTtbiBaTh BXOAsALME NMCbMA ANA
TOro, 4YToGbLI Cco3gaBaTb HOBbIE 3anpocbl MNKM O06aBNSATb KOMMEHTapUMM K CYLLECTBYHOLLMM
CYLIHOCTSAIM, TakMM Kak 3anpocbl M 3agadn. YTtobbl AaHHbIM yHKUMOHan pabotan, cepsep
OTNIOXXEHHbIX 3aay AOMKEH UMETb BO3MOXHOCTb 00OpaLLaTbCs K MOMTOBOMY SILLIMKY CpeacTBamm
IMAP(S).

1.8 Cepsep Deployment (pa3sepTbiBaHUSA)

CepBep pasBepTbiBaHUA UCMOMb3yeTCH BO BPEMS MEPBUYHOM YCTAHOBKM U YCTAHOBKU
obHoBneHun. OH ncnonbadyet Ansible ona asTomaTnsaumm npoueccoB pa3sepTbiBaHus. Cepsep
pas3BepTbiBaHNA MOXeT ObiTb 06LLMM Ons HecKonbkux cpef (dev, ga, prod n T.4.).

2 PA3SBEPTbIBAHUE

2.1 TpeboBaHuna nepen yCTaHOBKOW
Mepen yctaHoskon npunoxeHnsa RR Tech Service Management gomkHo 6b1Tb cobniogeHo
HecKornbko TpeboBaHuMn.

2.1.1 [JoM€eHHbIe UMeHa

RR Tech Service Management TpebyeT 4OMEHHOE UMS, NoA KOTOPbLIM ByAyT AOCTYMHbI BCE
npocTpaHcTBa n cepsuchbl. Kak npumep, Ans KOMNaHuM example TakMM LOMEHHbIM UMEHeM
MOXeET ObITb r-service.example.com.

Kaxxgoe npocTpaHCTBO B cUCTEME MMEET CBOM nogaoMeH. K npumepy, npoctpaHcTea hr u
aho ByayT OOCTYMHbI MO criedyowmm agpecam:

o https://hr.r-service.example.com
o https://aho.r-service.example.com
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MomMnmMo NOgAOMEHOB KaXAoro MPOCTPaHCTBA, CUCTEMA TaKkKe MCMONb3yeT HECKOSbKO
noagoMeHoB no ymonyauuio (Tabnuua 2.1).

Tabnuua 2.1 — NogaoMeHbl CUCTEMBI.

MopaomeH KommeHTapun

api REST API Endpoint

graphql GraphQL API Endpoint

oauth OAuth Endpoint

realtime Endpoint cepBepa peanbHOro BpemMeHu

assets0 Cnmucok noggooMeHoOB, MO agpecam  KOTOpbIX

assets1 BO3MOXHO  MOMYYUTb  PECYPCbl  MPUNOXKEHUS
(ctatnyeckme pavnel — CSS, JavaScript,

assets2 n306pakeHns " WpUPTHI). Heckonbko

assets3 nogaoMeHoB nossonstoT Bpay3epam nonyvatb
HECKONbKO PECYpPCOB OOHOBPEMEHHO.

io Endpoint cepBunca KOpOTKNX CCbINOK

Ecnu TpebyeTcs, To cTaHAapTHbIE NOAAOMEHbLI BO3MOXHO M3MEHUTb. Tak Kak NpuroxeHne
ncnonb3yeT 6onbLIoe KONMYECTBO NOAAOMEHOB, TO pEKOMeHAYeTCA ncnonb3oBatb wildcard SSL
cepTudukatbl. [laHHbIN cepTudmkaT OMmKeH OblTb YCTAaHOBMNEH HA BanaHCMpPOBLLMKE Harpysku.

Mpn passepTbiBaHUN HecKkonbkux cpen (k npumepy, QA un Production) kaxgon cpegne
HeobxoaMMm oTaenbHbI AoMeH (Tabnuua 2.2).

Tabnuvua 2.2 — lNpumepbl SOMEHOB NPY pa3BepTbiBAHUN HECKOMNBbKUX CPeA.

Cpepna JdomeH
Development r-service-dev.example.com
Test r-service-test.example.com
Acceptance r-service-ga.example.com
Production r-service.example.com

2.1.2 banaHCUPOBLLMK Harpy3sKku

Cnegyowme HTTP-3aronoBkn [JomkHbl ObiTb B Kaxaom web-3anpoce, KOTOpPbIN
nepeHanpasnaeT GanaHCMpPOBLLMK Harpy3Kku:

o Host: ybeautecb, 4TO OH BKMOYaeT B cebs WUCXOOQHbIN OOMEH, TakK KakK OH
Mcnonb3yeTcs Ansi TOro, YTo ONpeaenuTb MPOCTPAHCTBO, K KOTOPOMY 0bpallaeTcs NoNb30BaThCS;

. X-Forwarded-For: ncxogHwein IP agpec;

o X-Forwarded-Proto: gomkHo 6biTb paBHo https.

Utobbl ybeamtbcd, 4TO cepBepa MNPUSIOXKEHUA TFOTOBbLI MpuMHMMaTb U obpabaTtbiBaTb
3anpochbl, 6anaHCMPOBLLMK HArpy3Kn MOXET OTNPaBnSATb CreayoLime 3anpochl:
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. /_.gif: npoBepsieT, YTO NGinX BHYTPU KOHTEMHEPA AOCTYNEH, CTaTyC OTBETA JOIMKEH
ObITb B AnanasoHe ot 200 go 299;

o /teapot: npoBepsieT, YTo cepBep NpunoxeHus (unicorn) goctyneH. Oteeyaet “l am a
teapot”’. Mcnonb3ynTe [OaHHYHO ONUMIO TOMbKO TOrga, Korga Baw 6GanaHCUMpPOBLUMK YMeeT
NpoBepsATb TEMNO OTBETA, HE TOMNMbKO CTaTyC OTBETA.

UTto6bl yGeanTbca, 4TO cepBepa peanbHOro BpEMeEHM roToBbl NpMHMMaTh U obpabaTtbiBaTb
3anpochkl, 6anaHCUPOBLLMK Harpy3kn MOXeT OTNpaBnATb creayowmne 3anpochl:

o /teapot: npoBepsieT, YTo cepBep npunoxeHus (faye) goctyneH. OTBevaeT “l am a
teapot’. Mcnonb3ynTe [OaHHyHO ONUMIO TOMbKO TOrga, kKorga Baw 6GanaHCUMpPOBLUMK YMeEEeT
NPOBEPATb HE TONbKO TENO OTBETA, HO M CTaTyC OTBETA.

2.1.3 TpeboBaHu4a Kk pecypcam

[aHHbI Gnok paccmaTpuBaeT TpeboBaHMA K pecypcaM ANns pasHbiX cped. [aHHble
TpeboBaHus — NuLWb cTapToBas Todka. Korga cpefa HaunHaeT pacTu, eé pecypcbl 4OMKHbI ObiTb
oTMaclTabupoBaHbl COOTBETCTBEHHO. Brarogapsi MOCTOSIHHOMY MOHMTOPUHIY Harpysku Bbl
[AOIMKHbI CYMETb OMpPeAenuTb, YTO 1 B Kakmx obbemax Heobxoanumo oTmacLuTabmpoBarb.

PekomeHayeTtca pa3BepHyTb ABe cpeabl — QA n Production. Takke BO3MOXHO pa3BepHyTb
Development n Test cpeapbl, ana Toro 4TO6LI NOMHOCTBLIO COOTBETCTBOBATL Noaxony DTAP, HO
AaHHbIN noaxoa A06aBUT CNOXHOCTU U NULLIHEN paboTbl N0 NOAAEPXKKE KaXabI cpeabl.

1. Development
Tabnuua 2.3 — Development-cpeaa.

O6Lem
KonunuyectBo O6Lem
CepBep KonuyecTtBo namsaTu
npoLeccopoB o3y
(amckoB)
Application server (cepep npunoxeHus) 1 2 8 GB 30 GB
Job server (cepBep OTNOXEHHbIX 3a4a4) 1 4 16 GB 30 GB
Real-time server (cepBep peanbHoOro BpemMeHu) 1 2 4 GB 30 GB
Cepaep 6a3sbl JaHHbIX 1 2 4 GB 30 GB
CepBep xpaHeHus annos 1 - - 25 GB
SMTP cepBep? 1 - - -
IMAP cepBep? 1 - - -
Deployment server (cepeep pa3BepTbiBaHus )3 1 1 0.5GB 5GB

2. Test
Takue xe TpeboBaHus, kak n kK Development cpege (Tabnuua 2.3).

2 SMTP n IMAP cepBepa — o6Lume pecypcbl, KOTOpble 0BLIYHO YKe AOCTYMHbI BHYTPY OpraHn3aLumu.
3 CepBep pa3BepTbiBaHMSA OOLMIA ANS BCeX cpen
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3. Acceptance (QA)
Tabnuua 2.4 — Acceptance (QA).

O6Lem
CepBep KonunuectBoO Konuuectso Obnem namsTu
npoueccopoB o3y (avckoB)
Application server (cepep npnnoxeHus) 2 2 8 GB 30 GB
Job server (cepBep OTNOXEHHbIX 3aaay) 1 4 16 GB 30 GB
Real-time  server (cepBep peanbHOro 1 2 4 GB 30 GB
BpEMEHN)
CepBep 6a3sbl AaHHbIX* 2 2 8 GB 50 GB
CepBep xpaHeHus gannos 1 - - 50 GB
SMTP cepBep® 1 - - -
IMAP cepBep® 1 - - -
Deployment server (cepBep pa3BepTbiBaHUS )® 1 1 0.5GB 5GB
4. Production
Tabnuua 2.5 — Production-cpena.
CepBep KonunuyectBo Konuuecrso Obnem Sasn/;ih:l
npoLeccopoB o3y (anckos)
Application server (cepep NpunoxeHus) 2 2 8 GB 30 GB
Job server (cepBep OTNOXEHHbIX 3a4a4) 2 4 16 GB 30 GB
Real-time  server (cepBep peanbHOro 1 2 4 GB 30 GB
BPEMEHN)
CepBsep 6a3sbl AaHHbIX? 2 2 16 GB 50 GB
CepBep xpaHeHus annos 1 - - 100 GB
SMTP cepsep® 1 - - -
IMAP cepBep® 1 - - -
Deployment server (cepBep pa3BepTbiBaHUS)® 1 1 0.5GB 5GB
2.2 Tpebosanus k MO
2.2.1 Application, job, search, realtime cepsepa.
oC
Tabnuua 2.6 — OC.
HasBaHue Bepcus
Red Hat Enterprise Linux MaxxopHas Bepcusi: >= 8
MuHopHaga Bepcua: nocnegHasa
Ubuntu LTS >=22.04 LTS

4 Bropasi 6a3a gaHHbIx siBnsieTcs read-only pennukon
5 SMTP n IMAP cepBepa — o6Lume pecypcbl, KOTOpble 0BLIYHO YKe AOCTYMHbI BHYTPY OpraHn3aumu.
6 CepBep pa3BepTbiBaHMSA OOLNIA ANS BCeX cpen
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Docker
[ormkHbl 6bITb ycTaHOBNEeHa nocnegHsasa sepcust Docker u Docker Compose.

Ecnun Bbl ucnonb3yete ctaHaapTHbI logging driver (json), To y6eguTech, YTO OH HAaCTPOEH
BbIMOSTHATbL POTAUMIO JIOrOB Kak OMMCaHO B JaHHOM UCTO4YMKe. PekomeHOyeTca Mcnonb3oBaThb
cregyroLlen HacTponkm B daemon.json:

{
"log-driver": "json-file"
"log-opts": {
"max-size": "100m",
"max-file": "10",

}

Hactpownku OC
TpebytoTca cneaytowme HacTponkm OC, ykaszaHHble B Tabnuue 2.7.
Tabnuua 2.7 — Hactponku OC.

CepBep Umsa 3HayeHue
Bce KonnyectBo OTKpbITbIX ¢hannos gna | 8192
npouecca (soft limit)
Bce KonnyecTtBo OTKpbITbIX (hannoB gna | 65536
npouecca (hard limit)
Realtime fs.file-max 2097152
Realtime KonuyectBo oTkpbITbiX dannos ana | 100000

npouecca (hard limit)

Search vm.max_map_count 262144

[aHHble HacTponkm MoryT ObITb aBTOMaTMYeCKM 3agaHbl ansible-ckpyntom BO BpeMmsi
npouecca pasBepTbiBaHUA. [1ns Toro, 4ToObl BbINOMHUTL AaHHbIE HACTPOWKKN, NOMb30oBaTemNb Ha
yAaneHHOM XOCTe JOIKeH uMeTb sudo-npasa.

2.2.2 basa gaHHbIX

Ansa 6a3bl aaHHbIX Tpebyetca MySQL (nnm MySQL-coBmecTumbin) cepeep. B aaHHbIN
mMomeHT MySQL 5.7 u Mnaglie He nogaepxmeBaeTcs — pekomeHayetcs ncnonb3osate MySQL 8.0
n ctapwe. B nogcncrtembl xpaHeHus gormkHa ucrnonb3oBatbesd InnoDB Bepcun v1.1 unu ctapuue.

2.2.3 Deployment cepBep
Ha Deployment cepBepe gomkeH 6biTb ycTaHoBNeH Ansible nocnegHen sepcun.
2.2.4 CeTeBoe B3anMoaemncrTame

BanaHcupoBLWMK
Tabnuua 2.8 — Bxogsawue coegmHeHus.
UcTouHMK MopTt MpoTokon OnucaHue
BHewHsAs ceTb 443 https Web n API 3anpocbkl. Websocket gaHHble gnsi cepsepa

peanbHOro BpeMeHn.
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Tabnuua 2.9 — Vcxopswme coeguHeHus.

HasHayeHue MopT MpoTtokon OnucaHue
Application  server | 443 https Web n API 3anpocbi.
(cepsep
NPUIOXEHNS)
Real-time server | 443 https Websocket gaHHble.
(cepBep peanbHoro
BpEMEHN)

Application server (cepBep npunoxeHus)

Tabnuuya 2.10 — Bxogsawime coegnHeHus.
UcTo4YHMK MopT MpoTtokon OnucaHue

BanaHcuposLUnK 443 https Web n API 3anpocsbl.

Tabnuua 2.11 — Ncxopsawme coeanHeHus.

HasHauyeHue MopT MpoTokon OnucaHue
Job server (cepep | 443 https 3anpockl K ABWKKY nNoucka
OTNOXEHHbIX 3a4a4)
Job server (cepsep | 11211 tcp 3anpochl kK 6a3e gaHHbIX K3LLMPOBAHKS.
OTNOXEHHbIX 3a4aq)
Database server | 3306 tcp 3anpochbl k 6a3e gaHHbIX.
(cepsep 6asbl
OaHHbIX)
SMTP cepBep 25 smtp Mcxopswas novta
Real-time server 5672 tcp My6nvkaumsa coobLueHni B odepeab CoOOLLEeHMN

Job server (cepBep OTNOXEHHbIX 3aaa4)

Tabnuvua 2.12 — Bxogsawme coeguHeHuns.
UcTouYHMK MopT MpoTtokon OnucaHue

Application server | 443 https 3anpochbl K ABWXKY Noucka
(cepsep
NPUNOXEHNS)

Application  server | 11211 tcp 3anpocsbl k 6a3e AaHHbIX KILLIMPOBAHUSA
(cepBep
NPUIOXEHNS)

Tabnuua 2.13 — Vcxoasawme coeanHeHus.

HasHayeHue MopT MpoTtokon OnucaHue
Database server | 3306 tcp 3anpochkl k 6a3e gaHHbIX.
(cepsep 0asbl
OaHHbIX)
SMTP cepBep 25 smtp VMcxopgsuas noyta
IMAP cepBep 143, 993 imap, imaps | Bxogsawas nouta
Real-time server 5672 tcp Mybnukaumst coobLLeHun B ovepeab COOOLEHMI
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Real-time server (cepBep peanbHOro BpeMeHu)
Tabnuua 2.14 — Bxogswime coegnHeHus.

MUcToYHMK MopT MpoTtokon OnucaHue
BanaHcuposLUMK 443 https Web n API 3anpocsl.
Tabnuua 2.15 — Ucxoasiwme coegnHeHUs.
HasHaueHue MopT MpoTtokon OnucaHwue
IMAP cepBep 143, 993 imap, imaps | Bxogswas noyta

Database server (cepBep 6a3bl JaHHbIX)
Tabnuua 2.16 — Bxogsawime coegnHeHus.

UcTouHuk MopTt Mpotokon OnucaHue
Application  server | 3306 tcp 3anpocsbl kK 6a3e gaHHbIX.
(cepBep
NPUIOXEHNS)
Job server (cepsep | 3306 tcp 3anpochbl k 6a3e gaHHbIX.
OTNOXEHHbIX 3a4a4)

Ncxopawme coeamHenuns. CoeanHeHus mexay Heckonbkummn b He BKMOYEHbI B AaHHbIN
CrMUCOK.

Deployment server (cepBep pa3BepTbiBaHUA)

Bxogsilume coeanHeHus. [laHHbIA KOMMNOHEHT HE MPUHUMAET HUKAKUX COeQUHEHWIA.

Tabnuua 2.17 — Ncxoasiume coeguHeHUs.
UcTouYHMK MopT MpoTtokon OnucaHue

Application server | 22 ssh Ansible
(cepsep

NPUNOXEHNS)
Job server (cepep | 22 ssh Ansible
OTMOXEHHbIX 3a4ay)

Real-time server | 22 ssh Ansible
(cepBep peanbHOro
BPEMEHN)

2.2.5 AuwmKn 3nNeKTPOHHOM NMoYThl

MpunoxeHne RR Tech Service Management oTnpaBnseT v nony4aeT noyTy C HECKOSbKNX
ALLUKOB, KOTOPbIE AO0MKHbI OblTb CO3AaHbl U AOCTYNHbI Nepes Havyarnom YCTaHOBKW.

B Tabnvue 2.18 npeactaBneH CMCOK BCeX SLLMKOB, KOTOPble MOTYyT ObiTb MCMONb30BaHbI
NPUIOXEHNEM N MpUMEpP NX HAMMEHOBaHUS.
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Tabnuua 2.18 — AWmnKM 3NEeKTPOHHOM NOYTB

Environment nepemeHHas,
oTBevawlLuas 3a AWnK

ITRP_INBOUND_MAILBOX r-service@example.com

Mpumep

Mucbmo, oTnpaBneHHoe Ha r-service+account!@example.com u r-
service+account2@example.com (To eCTb NpY NCMOMb30BAaHUN CUHTAKCUCa CO
3HaKoM +) JOMKHO OKa3aTbC4 B sLLUMKe r-service@example.com

ITRP_ERRORS_MAILBOX r-service-errors@example.com
ITRP_INFO_MAILBOX r-service-info@example.com
ITRP_SUPPORT_MAILBOX r-service-support@example.com
ITRP_NOREPLY_MAILBOX noreply@example.com
MONIT_ALERT_MAILBOX r-service-monitor@example.com
MONIT_FROM_MAILBOX r-service-monitor@example.com

2.19 KoHdurypaumsa

Ckpuntbl Ons pasBepTbiBaHUS MCMOMb3YOT MH(OPMaUM, yKasaHHYl B MHBEHTape,
pasHbIX NepeMeHHbIX rpynnbl 1 environment, docker compose cannax.

MHBeHTapb, NepeMeHHble rpynnbl n docker compose hannbl co3gatTca BO Bpems atana
“leHepaumsa KoHdburypaumn”. MHdopmaums, 13 KOTOpPoWn 3TK AaHHbIe reHepupyeTtca, bepeTcs 3
TaKk HasblBaeMon rack-koHdurypaumm, KoTopas HaxoguTcsa Mo nytu environments/my-
company/rack.yml.

2.20 Rack-koHdurypaumsa
dann cocTouT 13 ABYX YacTewu:
o CeKkuun vars, Kotopasi CoaepXuT obLuLyio nHdopmauuio o cpeae;

. ceKkuuMmn servers, Kotopasi COAepXWUT MHdOpMaUMo O KOHduUrypaumm cepeepa U
onpeaensieT KOMMNOHEHThI, KOTopble ByAyT 3anyLLeHbl Ha KaXaoM cepBepe.

Mpumepom Takon rack-KOHurypaumm, KOTOpPYH MOXHO WCNONb3oBaTb ANA Havana,
asnseTca dann environments/example.com/rack.yml

Cekuus vars onucbiBaeT 06LLyto KoHdurypaumio cpeabl. MNpumep:

vars:
repository prefix: images.example.com/ops/itrp

storage directory: /var/r-service/storage

docker compose command: docker-compose

lMNepemeHHble, yka3aHHble B Tabnuue 2.19, AOCTYNHbI 4151 HACTPONKW.
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Tabnuua 2.19 — NepemeHHble, AOCTYMHbIE A1 HACTPOMKMN.

HasBaHue OnucaHue
data_directory MyTb fo 6a3oBon anpekTopuu, rae OyayT pacnonaratbecs Bce doaninbl AaHHON
cpegebl. Mo ymonyaHuto: /opt/itrp
docker_data_directory Myt oo aupektopun, rge Docker xpaHuT cBou AaHHble. 1o ymonyaHuio:
/var/lib/docker
docker_compose_command Mcnonb3ynte “docker-compose” ecnu Bbl He mMcnosnb3yetca nnaruH Docker

Compose. No ymon4yaHuio: docker compose

remote_user Monb3oBaTtenk, OT N1ua KoToporo ByayT BbINOMHEHbI Bce AencTBusi B Ansible-
nnenbykax. Mo ymonuaHuio: deployer

remote_group lpynna nonb3oBaTens, kotopas OygeT wcnomnb3oBaHa Afs BbINOMHEHWS
aenicteuii B Ansible-nnenbykax. No ymonyaHuto: deployer

repository_prefix Mpedukc nytn Docker penosmTtopusi, KOTOpbIN ByaeT MCnonb3oBaTbCa AN
3arpy3ku obpasos. [1o ymon4yanuto: docker.rr-th.com/itrp

storage_directory MyTb, NO KOTOPOMY AOCTYNEH NPUMOHTUPOBAHHBLIN KO BCEM CEpPBEPAM CEPBEP
XpaHeHus gannos

use_search_cluster Wcnone3ynte «true» 4tobbl passepHyTb ABUXKOK NMoucka B knacrtepe. B nHom
cny4yae He 3agaBaunte

use_proxy Wcnonbayite «true» ecnu npokcu-cepBep Heobxoaum Ansi TOro, YTOGLI
NOAKIKYNTLCS K MHTEPHETY. Mo ymonuaHuio: false

use_secure_db Ucnonb3dynte “true”, ecnu Baw cepBep bBL wcnonbsyer 3allulieHHble
coeguHeHus. o ymonyaHutio: false

env.http_proxy Agpec npokeu cepepa. [laHHble nepeMeHHble AOCTYMHbI TOMbKO Toraa, Korga
use_proxy - true

env.https_proxy

CtaHpapTHble 3Ha4YeHWs [ONs  KaXOoW nNepeMeHHoOW onpederneHsl B hawnne
plays/templates/default_vars.yml. 3101 chann Takke cogepxuT Tern kaxaoro docker-obpasa.

Cekuus servers coaepXXmT CUCOK BCEX CEPBEPOB N KOMMOHEHTbI MPUNOXEHUS, KOTOPbIe
Ha HUX ycTaHoBneHsbI. MNpumep:

servers:
192.168.1.100:
categories:

- web
services:

rails:

Kaxabln cepBep MOXET UMETb CriefyroLme Cekuuu:

o environment — cogepxXxuT environment nepemMeHHble, KOTopble nepesanuwyT
environment nepemMeHHble N3 .env hannos (CM. creq. CEKUMIo);
. categories — onpegenseT ponb cepBepa. BanuaHble 3HavyeHus: web, job, realtime,
search (Mnn HecKonbKo ponen ogHOBPEMEHHO);
o services — onpeaensier cepBuChl, KOTOpble paboTaloT Ha JaHHOM cepBepe. Kaxabin
CepBUC MMEET crneayroLine napameTpbl:
a. scale — KOnMMYecTBO KOHTEMHEPOB KOTOpPOE AOMKHO ObiTb co3gaHo. [lo

ymon4daHuio — 1. Ecnu 3agatb AaHHoe 3HaveHune B 0, TO AaHHbIV KOHTEMHEP He ByaeT co3agaH no
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YMOJHYaHuo (Mcnonb3yeTcss AN COre CepBuca, KOTOPbIN HyXeH Ans BbinonHeHus ad-hoc

KOMMaHL);
b. environment — cogepXxuTt environment nepeMeHHble, KOTopble nepesanuiyT
3HaveHunsa n3 environment 6rnoka cepsepa (CM. Bbille) U .env pannos (CM. crned. CEKUMIO).
Mpumep:
search:
environment:

ES JAVA OPTS: "-Xms2g -Xmx2g"

2.21 MNepemeHHble OKpyXeHusa (.env doannbl)

PasHble CepBUCbI MPUINIOXEHUSI HACTPaMBalOTCA C MOMOLLbI MEPEMEHHbLIX OKPYXXEeHUS
cpeacTBamu, HasblBaeMbIMU .env-chaiinoB. K daiinbl HacTpamBalTCsa 3aKas4MKOM U JOMKHbI
OblTb NepeMelLeHbl B Nanky environments/my-company At UX pacrnpocTpaHeHUst Ha cepBepa
CKpUNTamu.

EcTb yeTbipe canna:

o .env: nepeMeHHble Ans BCex CepBepoOB;

o .env.web: nepemMeHHble TONbKO NS cepBepoB ponv web;

o .env.job: nepeMeHHbIe TONbKO 418 cepBepPOB PO job;

o .env.realtime: nepeMeHHble TOMbKO A9 cepBepoB ponu realtime.

dannbl ¢ npumepamMmu, KOTopoe MOryT ObiTb MCMOMb30BaHbl Kak cTapToBas Tovka And
BaLLMX panrioB, HaxXoOATCs B AMpPeKTopun environments/example.com.

B Tabnnue 2.20 npeactaBneH CNMCoK BCEX AOCTYMHbIX MEPEMEHHbIX.
Tabnuua 2.20 — [locTynHble NepeMeHHbIe.

HasBaHue

OnucaHue

OCHOBHbIle nepemMeHHblIe

ITRP_DOMAIN

[lomeHHOe UMs, Mo KoTopoMy ByaeT AOCTYMNHa cucTema

ITRP_API_SUBDOMAIN

MoppomeH, no kotopomy 6yaeTt goctynHo REST API B cucteme. lMo
yMOn4aHuio: api

ITRP_GRAPHQL_SUBDOMAIN

MogaomeH, no kotopomy Oyaet goctynHo GraphQL API B cucteme.
Mo ymonuanuio: graphq|

ITRP_OAUTH_SUBDOMAIN

MopoomeH, no kotopomy OyaeT goctynHel OAuth v2 endpoints B
cucteme. No ymonyaHuio: oauth

ITRP_LICENSE

JInueHsnoHHbIM  KMOY AN Tekywen cpedbl. [pepoctaensercs
BEHAOPOM NPV NEPBUYHOW MHCTaANNALMN U OGHOBNEHUSAX

ITRP_SHOW_QA_MESSAGE

Wcnone3ynte “true”, 4tobbl oTOBpaxaTe GaHHep “Bbl MOAKMoYeEHbI K
QA cpege R-Service”. o ymonuaHuio: false

ITRP_COOKIE_SECRET_TOKEN

BapainTe Kak criy4anHbli TOKEH JOCTATOMHOW AMNUHHbI

ITRP_OTP_SECRET

BapganTe kak Criy4anHbli TOKEH JOCTATOMHOW AMMHHbI

ITRP_OTP_SALT

BapainTe kak criy4anHbIi TOKEH JOCTATOMHON AMNUHHbI

ITRP_ERRORS_MAILBOX

MouToBLIN AALLKK, C KOTOpPOro GyayT OTNPaBnATLCS yBEAOMIEHUs 06
owwnbkax (HTTP 500)

ITRP_INFO_MAILBOX

MoyTOBbIN ALKK, KOTOprIZ 6y/:|,eT nomny4artb OTHEeThI 00 ncnonb3oBaHMK
KaXXayr Heaenwo n mecqdy

CoBpemeHHbie pelueHna ana 6uaHeca
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ITRP_NOREPLY_MAILBOX

MoyuToBbIN AWMK, KOTOpLIN BydeT ucnonb3osaTbesa kak from agpec,
€CIny OTBET Ha NUCbMO He NpeaycMOTPeH

ITRP_SUPPORT_MAILBOX

Mcnonb3yeTcst B nncbMax perncrpaumm kak from um reply-to agpec

ITRP_INBOUND_MAILBOX

Awmk  Bxogswewn nodtbl.  Wcnomb3yercs  gns go6aeneHus
KOMMeEHTapreB K 3anpocam, npobriemam, penusam, WU3MEHEHUSIM,
3apadam " MHOromy apyromy B
cucteme.mailto:noreply@example.com

ITRP_BOUNCED_MAILBOX

Mcnonb3yeTtca kak return-path Bo Bcex nncbmax

ITRP_ASSESTS_HOSTS

Cnuncok nogaoMeHOB, pasgeneHHbId 3anaTon, No agpecamM KOTOpbIX
BO3MOXHO MONy4UTb Pecypcbl NPUNOXEHUS (cTaTudeckue annbl —
CSS, JavaScript, n3obpaxeHus n wpudTbl). Heckonbko NnogaoMeHoB
nosgonsoT  Gpaysepam nonyyarb HEeCKOMnbKO pecypcos
OOHOBPEMEHHO.

ITRP_SSL

Bcerga true. MNMoka3sbiBaeT TO, YTO NPUIIOXEHWE LOCTYMHO TOMBKO MO
https.

ITRP_DEFAULT_SUPPORT_URL

URL, koTopbIvi OyaeT ykasaH B NMCbMax pernctpauum

ITRP_SUPPORT_ACCOUNT_ID

ID MNpocTpaHcTBa, kOTOpoe OydeT Uchnonb3oBaTbCs Kak support-
npocTpaHcTBO B cpeae. MIMeHHO ¢ aToro akkayHta OyaeT AocTynHa
/support KoHconb

ITRP_INBOUND_FORWARDED_TO_A
TTRIBUTE

Kak onucaHo B cooTBeTcTBYylOLWEN cTaTbe b3, opurMHanbHein reply-to
SILLMK KOTOPbIN BKIHOYAET AUPEKTUBY +<account_name> fofKeH ObiTb
AOCTYNEeH ecnM NUCbMO MNepecnaHo B SWMWK BXOASLWEN MOYThI.
Wcnonb3ynte aTy nepeMeHHyto Ans Toro, 4Tto Obl 3agaTtb UMS HOBOTO
header

ITRP_INBOUND_ALLOW_BLANK_RE
TURN_PATH

lMucbma 6e3 return-path oueHMBalTCA Kak cnam M UrHOPUPYKOTCS MO
ymonyaHuio. 3apjante 3Tto 3HadeHne B “true” ecnu return-path
ounaeTcs nNpu nepegade nNUcemM.

ITRP_INBOUND_CATCH_ALL

BapawnTte B “true” korga mcnonbayetcsa catch-all awmk gna o6paboTkm
Bxogdawmx nucem. Ecnm sta nepemeHHas false TO Toraa
npunoxeHne 6ygeTr ucnonb3oBaTb “+sitename” [na  yCTaHOBKU
COOTBETCTBUSI NPOCTPAHCTBA K NMNCbMY

ITRP_INBOUND_EMAIL_ERRORS_AC
COUNT

Sitename npocTpaHcTBa, roe OydyT XpaHWTCS owWWGKM Npuema
BXOAALLMX NCEM

ITRP_SECURE_COOKIES

Bapante B «false» ecnm Bxog He pabotaer. HekoTopble
0anaHCMpoBLUMKM He NepefatoT 3alndpoBaHHbIA cookie KnMeHTam.

ITRP_SAML_DESTINATION

3apgante B «false» 4TOObI ygmanute cBowcTBo Destination B
samlp:AuthnRequest. 3To MHoroa HeobxogMMo AOnist Takoro, YToObl
npegospatuTb redirect-loop B AD FS 2.1.

ITRP_TRUSTED_PROXIES

YKkaxkuTe 4depes 3ansiTyld CNUCOK [OBEPEHHbIX MPOKCU-KITMEHTOB,
KOTOpble NOMyYarT JOCTYN K NPUMOXEHUIO U3 NMPUBATHOM NoAceTH (K
npumepy, 172.16.0.0/12)

ITRP_PROXY_HOST

Afpec npokcu cepeepa

ITRP_PROXY_PORT

MopT npokcu cepBepa

ITRP_NO_PROXY_HOSTS

PasgeneHHbIn  3anaToM CMNMCOK afpecos,
NPOKCMpOBaTbCS

KOTOpble HE [OOJDKHbI

ITRP_ALLOWED_VIDEO_DOMAINS

PasgeneHHbln 3anaTon CMMCOK OOMEHOB, C KOTOPbIX BO3MOXHO
nobaenATb BMAEO. Mo YMOMYaHUHo: www.youtube-
nocookie.com,player.vimeo.com

KopoTkue ccbinku

CoBpemeHHbie pelueHna ana 6uaHeca
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ITRP_SHORT_URL_DOMAIN

MoooomeH pana cepsuca
io.ITRP_DOMAIN

KOPOTKNX  CCbIJTOK. Mo YMONM4aHnK:

ITRP_SHORT_URL_SCHEME

lMpoTokon, KOTOPbIM WCMNOMb3YyeTCcss B  KOPOTKMX ccbifikax. [lo
ymonyanuio: https://

ITRP_SHORT_URL_MAX_TOKENS

MakcumanbHoe KONMYeCcTBO KOPOTKUX CCbINIOK, KOTOPOE MOXET ObITb
€o034aHo Ha npocTpaHcTBo. Mo ymonyanuio: 1000000

ITRP_SHORT_URL_MAX_RESERVED

MakcumanbHoe KONMYEeCTBO KOPOTKUX CCbIFIOK, KOTOPOE MOXET ObiTb
3ape3epBUpoBaHO Ha NpocTpaHcTBo. 1o ymonyaxuo: 10000

XpaHeHue c¢pannos

STORAGE_MAX_FILESIZE

MakcvmanbHbIi pa3mep baina, KOTOpbI MOXET ObITb 3arpyxeH B
merabanTtax. Mo ymonuaxutio: 20

STORAGE_LOCAL_SECRET_KEY

3apganTe kak cnyvyanHbll TOKEH AOCTATOMHOW ANUHHBI

Ba3a paHHbIX

DB_WRITER_HOST

Apnpec ocHoBHOro cepBepa 6a3sbl AaHHbIX

DB_WRITER_PORT

MopT ocHoBHOroO cepBepa 6a3bl AaHHbIX

DB_WRITER_USERNAME

Mmsa nonb3oBaTens cepBepa 0a3bl AaHHbIX, noAa KOTOpPbIM 6yp,eT
NbiTaTbCA aBTOPMU30BATLCA MNMPUITOXEHUNE. Y6eguTecnb, 4TO Y AaHHOro
nonb3oBartesnid eCTb npaBa Ha co3gaHue 0a3bl OaHHbIX/CXeMbl npu
ﬂepBI/I‘-IHOIZ WHCTannAauumn

DB_WRITER_PASSWORD

Maponb cepBepa 6a3bl JaHHbIX

DB_WRITER_DATABASE

Mmsa 6a3bl JaHHbIX/CXEMBbI.

DB_READER_HOST

Aznpec BTopu4HOro cepsepa 6a3bl faHHbIX. Micnonbayetcs ans 6onee
read-TpeboBaTtenbHbl 3aday: aHanuTMKW, 3KCMOPTOB M MHOMOro

apyroro

DB_READER_PORT

MopT BTOPUYHOrO cepBepa Gasbl JaHHbIX

DB_READER_USERNAME

Mmsa nonb3oBatens cepBepa 0a3bl AaHHbIX

DB_READER_PASSWORD

Maponb cepBepa 6a3bl 4aHHbIX

DB_READER_DATABASE

Mmsa 6a3bl JaHHbIX/CXEMBbI.

DB_MAX_EXECUTION_TIME_SUPPO
RTED

Ucnonb3ynte «truey», ecnu cepBep 6a3bl AaHHbIX MOOLEPXKMBAET
CUCTEMHYIO NepemMeHHyo max_execution_time. No ymonyaHuio: true

DB_SSL_CA_CERT

3apganTte B «» (nmyctad cTpoka) korga cepBep 0asbl AaHHbIX He
paboTtaet ¢ SSL

DB_SSL_CA_PATH

3apganTte B «» (nmyctad cTpoka) korga cepBep 0asbl AaHHbIX He
paboTtaet ¢ SSL

DB_SSL_CIPHER

Ykaxute npegnouyntaembli anroputm ans SSL-wmdpposanus. Mo
ymonuanuio: DHE-RSA-AES256-SHA

DB_SSL_MODE

Wcnone3ynte “DISABLED” gnsi Toro, 4tobbl BbIKMOYATL NMPOBEPKY
SSL-cepTtudukarta. [JOCTyNHbIE 3HAYEHUS:

e DISABLED

e PREFERRED

e REQUIRED (He npoBepsieT, HO TpebyeT — ncnonb3ynTe Ans
camonoAnucaHHbIX cepTudunkaTos)

e VERIFY_CA

e VERIFY_IDENTITY

Mo ymonyaHutio: VERIFY _IDENTITY

DB_TLS_CIPHERSUITES

Habopbl wundpoB, KoOTOpble [OMNYCTUMbI
coeanHeHun, ucnonbaytowmnx TLSv1.3

ana  3awmdpoBaHHbIX

CoBpemeHHbie pelueHna ana 6uaHeca
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MuHumanbHas ponyctumas Bepcus npotokona TLS. [JocTynHble
3HaYeHus:

1 ana TLSv1

2 pna TLSv1.1
3 ana TLSv1.2
4 opna TLSv1.3

Mo ymonyanuio: 3

DB_TLS_MAX_VERSION

MakcumanbHas gonyctumasi Bepcust npoTtokona TLS

KawwuposaHue (Memcached)

MEMCACHED_HOST

Agpec cepsepa Memcached; obbivHO — agpec job-cepepa, Ha
koTopom paboTtaer memcached

MEMCACHED_MEMORY

MakcumanbHOe KOnM4YecTBO NaMsATH, KOTOPOE MOXHO MCMOMb30BaTb
Anst XxpaHeHus oobekToB. Mo ymonyaHuio: 512

MEMCACHED_SECRET_TOKEN

BapganTe kak criyYanHbIi TOKEH JOCTATOMHON AMMHHbI

Redis

REDIS_HOST Agpec cepsepa Redis; obblyHO — apgpec realtime-cepBepa, Ha
KoTopoM paboTtaert redis
REDIS_PORT MopT ansa nogknioyveHus Kk redis; obbi4HO 6379

REDIS_PASSWORD

3apgante naponb ecnu Baw cepBep Redis Tpebyer ero gns
NOAKITHOYEHNS

Mounck (OpenSearch)

ELASTICSEARCH_URLS

Afpeca MOWUCKOBbLIX CEPBEPOB, pasgeneHHbix 3ansaton. MoryT
BKIOYATb MpOTOKON n nopt (kak npumep -
https://search1.internal: 1234, https://search2.internal:1234)

Clacks (cepBuc 06paboTku Bxogsiuen noyThbl)

CLACKS_ADDRESS

Agpec IMAP(S) cepBepa

CLACKS_PORT

MopT cepeepa; 06bI4HO 143 unu 993

CLACKS_USERNAME

Mmsa nonb3oBaTtens

CLACKS_PASSWORD

Maponb

CLACKS_ENABLE_SSL

Wcnone3ynte “false”, ecnu ncnonesyetca IMAP BmecTto IMAPS

CLACKS_MAILBOX

Manka, KOTOpbIN HEOOXOAMMO NPOBEPSATb Ha HanuuuMe BXOOALMX
nucem. Mo ymonyanuio: INBOX

CLACKS_ARCHIVEBOX

Manka, kyga OyoyTt nepemewiatbcsi obpaboTaHHble cooblieHuns, K
npumepy ARCHIVE. BaxHo coxpaHaTe pasmep nanku INBOX
ManeHbkum — IMAP HauuHaeT TOpMO3UTb Korga B O4HOM nanke MHOro
nncem.

CLACKS_DELETE_AFTER_FIND

WNcnone3ynte “false” ytobbl octaBnaTe Bce nucbmo B INBOX. Tonbko
ONnsa oTnagku

QDYHKUMOHANBbHOCTb peasnibHOro BpeMeHU

RABBIT_MQ_HOST

Agpec RabbitMQ; o6bl4HO agpec realtime-cepsepa

FAYE_URL

Mybnuunen  url pgna  realtime cepeepa. [lo  ymomn4yaHuio;
https://realtime.ITRP_DOMAIN

FAYE_SECRET_TOKEN

BapganTe kak Criy4anHbli TOKEH JOCTATOMHOW AMMHHbI

FAYE_REDIS_HOST

Agpec Redis; obblMHO — agpec realtime-cepBepa, Ha KOTOPOM
pabotaer redis

CoBpeMeHHble pelueHns ans 6uaHeca
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leHepauua PDF

PDFGENERATOR_URL Agpec cepsuca reHepaummn pdf. ObblyHO — https://pdf (ncnonb3syetcs

BHYTpeHHsAsA ceTb docker). Mo ymonuanwuio: https://pdf.ITRP_DOMAIN
MouTta - DKIM

MAIL_DKIM_ENABLED Mcnonb3ynte “true” 4tobbl Bkmounte DKIM ayTteHTudwmkauuio. Mo
ymonyanuio: false

MAIL_DKIM_DOMAIN Homen ans DKIM. Mo ymonyanuio: ITRP_DOMAIN

MAIL_DKIM_SELECTOR Selector, poGaBnsiembln K [OMEHY, WUCMONb3yeTcs Ans noucka
uHcopmaumm o nyénmyHom kntode DKIM. Mo ymonuaHuio: default

MAIL_DKIM_PRIVATE_KEY MpuBaTHbIN KNtod DKIM, koTopbIn ncnonb3yetca Ans reHepauumn TXT-
3anuncen.

UTo6bl creHepupoBaTth napy nyGnuMuHbIA/NpuMBaTHLIA KoY, KoTopas
MOXKeT GbITb ucrnornb3oBaHa Kak 3HayeHune
MAIL_DKIM_PRIVATE_KEY:

$ openssl genrsa -out dkim.private.key

2048
$ openssl rsa -in dkim.private.key -out dkim.public.key -pubout -
outform PEM
OcTtanbHoe
GOOGLE_MAPS_JAVASCRIPT_API_ | Wcnonb3aywnTte Baw API-kntov gnst Google Maps. Tpebyertca ana
KEY ncnonb3oBaHus npunoxeHuns Google Maps 13 marasuHa
NPUNOXeHNN
MONIT_ALERT_MAILBOX MouToBBIV ALLMK, KOTOPbLIN ByAeT nonyvatb yBeAOMIIEHMS OT monit

KOraa CepBuCbI Nepe3anyckatTCa UK Korga OHU He MOryT BbITb
nepesanyLleHbl; 06bIMHO — TOT Xe ALLUK, Y4TO U
ITRP_ERRORS_MAILBOX

MONIT_FROM_MAILBOX Agpec, ucnonb3yembin kak From B nucemax ot monit
POSTFIX_RELAY_HOST Agpec SMTP cepeepa

POSTFIX_SMTP_TLS_SECURITY_LE | Bo3aMOxHble 3Ha4eHus: none, may unu encrypt. lNo ymonyaxHuio: may.
VEL

Cwm. https://www.postfix.org/postconf.5.html#smtp_tls_security level

NGINX_ADD_X_FORWARDED_HEAD | 3apgawiTe B «true» 4tobbl 0o6aBuTbL 3aronoeku “X-Forwarded-For” n
ERS “X-Forwarded-Proto” k 3anpocam, B criyyae ecnu Balu
SanaHCcMpoBLUUK 3TOro He AenaeT. He pekomeHayeTcs

S6_LOGGING_SCRIPT KoHdurypaumsa norrmposaHums BHyTPU KOHTENHepa. Mo ymonyaHumio:
T1n10 5104857600 T

UNICORN_WORKER_PROCESSES KonnyectBo worker-npoueccos Unicorn (cepeepa Be6-NpunoxeHust)

TZ_LOG YacoBon nosic, ncnonb3yeMblin Npu norruposaHuu. o ymonyaxmio:
UTC

Ctpanuua | 17

CoBpeMeHHble pelueHns ans 6uaHeca


https://pdf/

RR TECH

COBpeMeHHbIe peweHua onqa 6usHeca

& rr-thcom . +7(495) 231-73-64 © office@rr-th.com & Mockea, LieTHol 6ynbeap f. 26,
CTp. 1, odpuc 36

3 YCTAHOBKA

Cnenyrou.l,me warn [OornKHbI OblTb BbINOMHEHbI, YTOObI YCTAaHOBUTb WK 0BHOBUTL
NnpuUoXeHme:

3arpy3nTb ANCTpUBYTUB;

creHepupoBaTb KOHPUrypaunoHHble dpansbl;
coenartb 63kan B[;

BbINOMHUTbL NEPBUYHYIO KOHUIYpaLMIO CEPBEPOB;
3arpy3ntb 06pasbl NPUNOXKEHWS;

HacCTpOUTb CEpPBEPA;

OCTaHOBWUTb BCe paboTatoLine CepBUCHI;
CKOMMPOBAaTbL akTyasnbHY KOHUrypauuio Ha cepBepa;
BbINONHUTL Murpauumn b;

0OHOBUTL CepBep NMOUCKa;

3anyCTUTb CEPBUCHI.

Ecnn He ykasaHo fgpyroe, To Bce [AaHHble KOMaHAbl BbIMOMHSATCS Ha deployment-
cepsepe.

3.1 3arpy3uTb AucTpudyTmns
[lna kaxxgon Bepcum NpunoXxeHust npegocTtaBnseTcs tar-apxme KOTOPbIA COOEPXKUT:

. Ansible ckpunTbl,
o KomaHabl Ans 3arpys3ku obpasos n3 docker-penosmtopus komnaHum PP-Tex.

PacnakywnTe tar-apxvB Ha deployment-cepBepe:

$ mkdir -p ~/r-service/rl123

$ tar -xvf r-service-rl23.tar.gz -C ~/r-service/rl23

PekomeHayeTcst co3aaBaTh OTAENbHY ANPEKTOPUIO MO, KaXKAbl penns, YTodbl B criyvyae
4yero oTkaT Ha nNpeabIayLLMIo BepCuto Obinl MakcumMarnbHO NpocT. B npumepe ncnonb3yetca Bepcus
r123 kak npumep.

3.2 CreHepupoBaTb KOHpUrypaunoHHble dpannbl
lMepemecTtute dannbl, cogepxalime rack-koHurypaumo n environment nepeMmeHHble B
anpekToputo environments/my-company/

Mocne aToro, BLINOMHUTE CeayoLLyo KOMaHay:

$ ansible-playbook plays/generate-configuration.yml

Ota kKomaHga BbinonHAeTr Ansible playbook, koTopbin creHepupyer MHOXeCTBO
KOHOUIypaLUMOHHbIX )ansioB, UCMNONb3yeMbIX BO BPEMS YCTAHOBKN.

3.3 Bakan 6a3bl JaHHbIX
Cospante 6akan 6a3bl JaHHbIX KOTOPbIA MOXET ObiTb MCMOMb30BaH Ha criyyan ecnu
notpebyeTcs oTKaTUTb OGHOBMNEHNE.
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3.4 BbINOSHUTBL NEPBUYHYIO KOHUIypaLnio cepBepoB
BaxHo! BbIinonHAnTe [aHHbIA LWAr TONbKO BO BpeMs NEepBUYHOM YCTaHOBKM
npunoxeHusA. [laHHbIN War JoMmkKeH 6bITb NponyLlleH BO BpeMsi OGHOBIEHUA NPUIOXKEHUSA.

BbinonHuTe cnegytoLlyo KoManay:

$ ./scripts/bootstrap -e my-company -u <user>

Ecnn ncnoneayetcs paswordless-nonb3oBatenb, To gobaBbTe aprymMeHT -k <private _key>
4yTo6bl NepeaaTb NPUBATHbLIN K04 BMECTO Napors.

OTa KomaHga cosgact nonb3oBatend “deployer” (uid=2000) «koTopbin  Byget
MCNONb30BaTbLCA BO BPEMS YCTAHOBKM.

3anyck gaHHoro ckpunta Tpebyet, 4Tobbl remote user (KOTOpbIA yKasblBaeTcsi B rack-
KOH(purypaumm) nven sudo-npasa

3.5 3arpyauTb 06pasbl NPUNOXeHUs
O6pa3sbl KOHTENHepoB, codepXXaluMx nocregHne BepPCUUM CEepPBUCOB  MPUIOXKEHUS,
3arpyxatoTtcs aBTomatmyeckn ns docker-penosuntopmsa komnaHum PP-Tex.

BbinonHuTe crnieaytoLLyto KomaHay:

$ ./scripts/download -e my-company

Ecnu ucnonbayetca paswordless-nonb3oBarternb, To fobaBbTe aprymMmeHT -k <private _key>
4TOObI NEepenaTh NPMBATHBLIN KMY BMECTO Naporns.

OTa KoMaHga 3anpocuT y Bac forMH 1 naporbe oT docker-peno3untopusi komnaHum PP-Tex
N 3arpy3nT o6pasbl KOHTEMHEPOB Ha COOTBETCTBYIOLLIME UM CepBepa.

3.6 HactpouTb cepBepa
I'IponyCTMTe AaHHblﬁ war, ecnn pOgaHHas HaCTpOﬁKa BbIMNOJIHAETCA CTOPOHHUMMU
MHCTPYMEHTaMun KOHcurypaumum cepepoB (Takux Kak Puppet).

BbinonHuTe crnieaytoLLyo KomaHay:

$ ./scripts/configure -e my-company

OTa koMaH4a HaCTPOUT CUCTEMHbIE HACTPOWKN N HAaCTPOWKK sapa.
3anyck AaHHOro ckpunrta Tpebyet, 4ToObl remote_user (KOTOpbIA yKa3bliBaeTcs B
rack-koHcurypauum) umen sudo-npasa.

3.7 OcTtaHoBUTbL BCe paboTatoLume cepBuUChI
BbinonHuTe crneayoLLyto KoMaHay:

$ ./scripts/down -e my-company

OTa KoMaH4a OCTaHOBUT BCe TeKylme paboTtatouime cepBuChl Ha cepBepax (Cpeactsamm
docker-compose).

Ctpanuua | 19

CoBpemeHHbie pelueHna ana 6uaHeca



RR TECH

COBpeMeHHbIe peweHua onqa 6usHeca

& rr-thcom . +7(495) 231-73-64 © office@rr-th.com & Mockea, LieTHol 6ynbeap f. 26,
CTp. 1, odpuc 36

3.8 CkonupoBaTb akTyanbHYyH KOHGUrypawmo Ha cepeepa
BbinonHute crnegyoulyro KomaHay:

$ ./scripts/provision -e my-company

OTa kOMaHOa CKOMUPYET akTyanbHyl KOHUrypauuio Ha cepBepa, npeaBapuUTerbHO
co3aaB HeobxoaMMble OUPEKTOPUN.

3anyck paHHoro ckpunta TpebyeT, 4ToObl remote_user (KOTOpbIM yKa3biBaeTcsi B
rack-koHdurypauum) umen sudo-npasa.

3.9 BbinonHutbe murpaunn b

Mepen BbinonHeHnamu murpaumi B TpebyeTcsa 3anycTuTb cepeep noucka.

Ecnu ncnonbayetca knactep:

$ ./scripts/up -e my-company -1 search

NHaue, npu ncnonb3oBaHWM O0QHOTO cepBepa, 3anorMHLTeCh Ha job-cepBep, Ha KOTOPOM
paboTaeT cepBep No1cKa U BbINOMHUTE CreayoLlmne KoMaHab!:

$ cd /opt/itrp

$ docker compose up -d nginx-search search

Mocne aToro BbIMNONHUTE CreayoLyo KoMaHay:

$ ./scripts/migrate -e my-company

BaxHo! lMpu nepBu4HOM ycTaHOBKe oTkpoute chamn plays/run-migrations.yml u
yAanute KOMMeHTapum Ha 3agaHusax “create database” u “create schema”.

3.10 O6HOBMTbL CepBep Noucka
lMocne ycTtaHOBKM Mnn 0BHOBREHMS NPUITOXEHUS UHOpMaLUa BHYTPU cepBepa noucka
AOOIMKHa ObITb nepecos3gaHa.

3anorMHbtTecb Ha cepBep, Ha kotopom pabortaeTr cepBep Memcached n BbinonHuTe
cnegyrowme KomaHapl:

$ cd /opt/itrp
$ docker compose up -d memcached

$ itrp-exec rake es:import:all

3.11 3anyctuTb cepBuCblI
BbinonHute crnegyowyro KoMmaHay:

$ ./scripts/up -e my-company

OTa KoMaHga 3anyCcTuT BCe CepBUCHI Ha cepBepax (cpeacreammu docker-compose).
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3.12 CospgaTtb nepBO€e NPOCTPAHCTBO
BaxHo! BbIinonHAnTe [aHHbIA LWAr TONbKO BO BpeMs NEepBUYHOM YCTaHOBKM
npunoxeHusA. [laHHbIN War JoMmkKeH 6bITb NponyLlleH BO BpeMsi OGHOBIEHUA NPUIOXKEHUSA.

Ana agMUHUCTPUMPOBaHWUA CUCTEMbI HEODOXOAUMO WUMETb «support» nNpocTpaHcTBo. U3
AaHHOro npocTpaHcTBa OyaeT AOCTynHa support-kOHCOSb, M3 KOTOPOro BO3MOXHO CO34aBaTb
Apyrue npocTpaHcTBa U agMUHUCTPUPOBATL CUCTEMY.

[nsa ero co3gaHns HEOOXOAMMO 3anOrMHUTLCS Ha job-cepBep W BbIMOMHUTL CreayoLLyHo
KomMaHay:

$ itrp-exec rails c

Mocne, BbINONHWUTE CreayoLlyto komaHay (NpeasapuTenbHO M3MEHUB 3HAYEHUS Ha BaLLN):

Account.create with owner! (
account: {
id: 1,
name: "R-Service Support",
sitename: "rs-support",
directory service: false

by

person: {
name: "<name>",
primary email: "your@email.here"

[laHHaa komaHga co3gacT cTaHgapTHoe npocTpaHcTeo ¢ 1D 1.

3apaunte ID paHHoro npocTtpaHcTBa B nepemMeHHyto ITRP_SUPPORT_ACCOUNT_ID un
BbINOMHUTE LUaru:

. OCTaHOBUTb BCe paboTaloLimne CepBuChI;
. CKOMMPOBaTb akTyarbHY KOHUrypaLuio Ha cepBepa;
. 3anycTuUTb CePBUCHI.

[Mocne aTOro Ha ykasaHHyK MoYTYy MpuaeT NUCbMO C MHopmaumen no exoay. Nocne
BXo4a, HacTpounTe ABYX(AKTOPHYK ayTeHTUMUKAUMIO U TOMbKO TOrda Bbl CMOXETe BOWTU B
support-koHconb No ccbifike https://rs-support.[ITRP_DOMAIN/support.
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4 TECTUPOBAHUE

Mocrne ycTaHOBKM WNM OBGHOBMEHWUSI MPUITOXEHUSI HECKONbKO MPOBEPOK MOryT ObITb
BbIMOSHEHbI A8 TOro, YToObl Y6eanTbes, YTO BCe CepBUChbl paboTatoT NpaBuIibHO.

Mepen Havano ybegutech, YTo:

o HacTporka «OTnpaBnATb YBEAOMSIEHUS MO JfEKTPOHHOW MoyTe» 3ajaHa B
«Bcergay;

. HacTpouka «[llokasbiBaTb BCNNbIBaKOLLEE OKHO YBeOOMIEHUS» 3adaHa B «Bcergay.

[aHHble HacTporkm MoryT ObiTb HangeHbl B MeHo Mow npodunb > Hactporiku
yBeJOMITEHUN.

4.1  WmMmnopTt/3AkcnopT

Mepenante B BMA “KomaHabl” U SKCMOPTUPYNTE HECKONbKO 3anucen (komaHa) BbibpaB
“OkcnopTtupoBaTtb Bce” U3 Byprep-MeHo cBepxy Tabnuubl (BbIrMSanT Kak Tpy Todkn). Ckavante
pesynbraT aKkcnopTta U3 Buaa “OkcnopTbl”.

3TO NpoBepuUT TO, YTO OTMOXKEHHbIE 3adadyn paboTarT U XpaHunuiie dannos 6Gbino
NMPUMOHTMPOBAHHO NPABUITBHO.

4.2 Bxogdawas u ucxoasiasa rnoyra

CospgainTe HOBbIM 3anpoc, OTNPaBMB MMCbMO Ha BXOASALWMA SALWMK 3NEKTPOHHOW MOYTHI.
Ybegutecb, 4TO B 3anpoce €eCTb Kakoe-TO YHMKanbHOe crnoBo (Hanpumep, «A6moKo» wunu
«BaHaH») — 3TO NOMOXET No3aHee Npu TeECTUPOBaHUM PYHKLIMOHANBHOCTM NoucKa.

OTOT HOBLIM 3anNpoc OOMKEH oToOpasnTbCca B BuAe «3anpocbl» B TEYEHME HECKOMbKUX
MUHYT (MMCbMY MOXET NoTpeboBaTbCA MHOrO BPEMEHW A4St TOro, YTobbl NPUBLITE Ha NOYTOBLIN
cepsep).

OTO NpoBepuT cneayle MOMEHTbI:

o cepsuc Clacks coegununcs ¢ IMAP cepsepom n obpabatbiBaeT NoyTy;

. ncxogsawasa novta paboTaeT KOPPEKTHO (Bbl OMKHbI ObININ NOMYYMUTb MUCLMO O TOM,
4YTO HOBbIN 3anpoc BbIN co3aaH);

. PYHKLUMOHANBHOCTL peanibHOro BpeMeHn pabotaeT (Bbl SOMMKHbI Obinnv NonyyYnTb

yBegomMneHne B 6paysepe 0 TOM, YTO HOBbIN 3anpoc Bbin co3aaH).

4.3 BnoxeHus
[Mpukpenute BNoXeHue B 3anpoc, CO3daHHbIM Ha npownom wary. [poBepbTe, YTO Bbl
MOXeTe ero ckayaTb Mocrie CoXpaHeHns 3anpoca.

4.4 T[lowuck
BbII'IOJ'IHVITe MOUCK Mo yHI/IKaJ'IbHOMy CJ'IOBy, |<0Topoe Bbl NCMNOJ/1b30Balin, co3gaBasd 3anpoc
4yepeas MnodTy. 70T 3anpoc A0IMKEH BbICBETUTBLCA B pe3yrbratax nouncka.

370 NpoBEPUT TO, YTO CepBep Noncka paboTaeT KOPPEKTHO 1 MHAEKCHI NMOUCKA KOPPEKTHO
PEUHOEKCUPYIOTCS OTNOXEHHbIMY 3ada4yamu.

4.5 ®yHKUMOHAINBHOCTb pearnibHOro BpemMeHu
[aHHasa yHKUMOHaNbHOCTL yXe Obifia npoBepeHa B ware 4.2 «Bxogsiwas n ncxogsawas
no4Tan».
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4.6 PDF

Mepengute B BMA “OmsaH PDF” n BblibepuTe AusanH HasBaHHbIA ‘Mo ymonyaHuio
Dashboard”. Haxmute Ha “Cosgatb obpasey’ n Bbibepute nobyto naHernb MOHUTOPWHIA.
MpoBepbte, yto PDF creHepupoBancs v BeIrmMaanT npasBuibHO.

5 OBCNYXUBAHUE CUCTEMbI

Support-koHconb

AkkayHT, y koToporo Takoe xe ID, kak ykaszaHo B ITRP_SUPPORT_ACCOUNT_ID
nepemMeHHOM n3BecTeH Kak “R-Service Support” npocTpaHcTBO.

ITroan, koTopble nmetoT ponb AHanntuka CepBuc-gecka B 3TOM NPOCTPAHCTBE U BKIOYMIN
OBYX(PaKTOPHYIO ayTeHTUPMKaUUIo MOryT MofnyyYnTb [JOCTYN K support-KoHconu Kotopas
Nnogaep>XXMBaeT HECKONbKO AOYHKLNMN:

o yrnpasneHue npocTpaHCTBaMu;

o NPOCMOTP CTaTUCTMKU U WMHOPMaUMM O pasHbiXx cepBucax npunoxeHuna: Bl,
cepBepa noucka un cepsepoB kawmpoBaHus (Redis n Memcached);

o NPOCMOTP OTAOXEHHbIX 3a4a4 N UX NIIaHUPOBaHWE;

o NPOCMOTP KaXKaon 13 oyepeamn coobLueHnin n eé pasmep.

YTo6bl NONY4YNTL AOCTYN K 3TOM KOHCONW, Nepernante No cebifike /support BHYTpU BaLlero
npocTpaHCcTBa.
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